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Introduction

The following information provides examples for configuring MAC authentication to ensure network
access security.

Prerequisites

The configuration examples were created and verified in a lab environment, and all the devices
were started with the factory default configuration. When you are working on a live network, make
sure you understand the potential impact of every command on your network.

The following information is provided based on the assumption that you have basic knowledge of
MAC authentication.

Example: Configuring local MAC
authentication

Network configuration

As shown in Figure 1, the device performs local MAC authentication on GigabitEthernet 1/0/1 to
control Internet access of users.

Configure the device to meet the following requirements:

. Detect whether a user has gone offline every 180 seconds.

e Deny a user for 180 seconds if the user fails MAC authentication.
e  Authenticate all users in ISP domain bbb.

. Use the MAC address of each user as both the username and password for authentication.
The MAC addresses are in hexadecimal notation with hyphens, and letters are in lower case.
In this example, both the username and password are 08-00-27-00-98-d2.

Figure 1 Network diagram

o GEL/0/1 'tr_:' @

Host Device

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration
example is applicable:



Hardware Software version
SC 3570 switch series Release 11xx

SC 5525 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 5520 switch series

SC 3170 switch series
SC 3130 switch series

Release 11xx

Release 63xx

Restrictions and guidelines

. To avoid valid users from being blocked, do not enable MAC authentication globally before
you finish all settings.

e  When you create a local user, the username and password must match the user account
policy for MAC authentication. If MAC-based accounts are used, make sure the username
and password of each user account are the same as the MAC address of the corresponding
MAC authentication user.



Procedures

# Add a network access user, set both the username and password to the MAC address of the
host, and allow the user to use the LAN access service.

<Device> system-view

[Device] local-user 08-00-27-00-98-d2 class network
[Device-luser-network-08-00-27-00-98-d2] password simple 08-00-27-00-98-d2
[Device-luser-network-08-00-27-00-98-d2] service-type lan-access
[Device-luser-network-08-00-27-00-98-d2] quit

# Configure ISP domain bbb to use local authentication for LAN users.

[Device] domain bbb

[Device-isp-bbb] authentication lan-access local

[Device-isp-bbb] quit

# Specify ISP domain bbb as the global MAC authentication domain.

[Device] mac-authentication domain bbb

# Configure MAC authentication timers.
[Device] mac-authentication timer offline-detect 180

[Device] mac-authentication timer quiet 180

# Use the MAC address of each user as both the username and password for MAC authentication.
The MAC addresses are in hexadecimal notation with hyphens, and letters are in lower case.

[Device] mac-authentication user-name-format mac-address with-hyphen lowercase

# Enable MAC authentication on interface GigabitEthernet 1/0/1.
[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernetl/0/1] mac-authentication

[Device-GigabitEthernet1/0/1] quit

# Enable MAC authentication globally.

[Device] mac-authentication

Verifying the configuration

(D IMPORTANT:
Support for VSI- and microseament-related fields depends on the device model.

# Display MAC authentication settings and statistics.
<Device> display mac-authentication

Global MAC authentication parameters:

MAC authentication : Enabled
Authentication method : PAP
Username format : MAC address in lowercase (XX—XX—XX—XX—
XX—XX)

Username ¢ mac

Password : Not configured
MAC range accounts H

MAC address Mask Username

Offline detect period : 180 s
Quiet period : 180 s



Server timeout

Reauth period

User aging period for critical VLAN

User aging period for critical VSI

User aging period for guest VLAN
User aging period for guest VSI

User aging period for critical microsegment:

Authentication domain
HTTP proxy port list
HTTPS proxy port list

Online MAC-auth wired users

Silent MAC users:

MAC address VLAN ID

GigabitEthernetl/0/1 is link-up

MAC authentication

Carry User-1IP

Authentication domain

Auth-delay timer

Periodic reauth

Re-auth server-unreachable

Guest VLAN

Guest VLAN reauthentication
Guest VLAN auth-period

Critical VLAN

Critical voice VLAN

Host mode

Offline detection

Authentication order

User aging

Server-recovery online-user-sync

Guest VSI

Guest VSI reauthentication
Guest VSI auth-period

Critical VSI

Critical microsegment ID

URL user logoff

Auto-tag feature

VLAN tag configuration ignoring

Max online users

Authentication attempts

From port

Enabled
Disabled

100 s

3600 s

1000 s

1000 s

1000 s

1000 s

1000 s

bbb

Not configured
Not configured

1

Port index

Not configured

Disabled
Disabled
Logoff

Not configured

Enabled
30 s

Not configured

Disabled

Single VLAN

Enabled

Default

Enabled
Disabled

Not configured

Enabled
30 s

Not configured

Not configured

No
Disabled
Disabled
4294967295

successful 1, failed 0

Current online users 1
MAC address Auth state
0800-2700-98d2 Authenticated

Configuration files

#

mac-authentication



mac-authentication timer offline-detect 180
mac-authentication timer quiet 180
mac-authentication domain bbb
mac-authentication user-name-format mac-address with-hyphen lowercase
#
domain bbb
authentication lan-access local
#
local-user 08-00-27-00-98-d2 class network
password cipher $c$3$rTXB/eLlh+bXc/t2nyQOrhDMCOPWfyiPb93BgMCK+JIFYwvn5
service-type lan-access
authorization-attribute user-role network-operator
#
interface GigabitEthernetl/0/1
mac-authentication

#

Example: Configuring MAC authentication
with authorization VSI assignment

Network configuration

As shown in Figure 2:

e  Configure the device to use the RADIUS servers to perform authentication, authorization, and
accounting for the user on the host that is connected to GigabitEthernet 1/0/1.

. Enable MAC authentication on GigabitEthernet 1/0/1 to control Internet access.

e  Configure the RADIUS servers to assign VSI bbb to the user when the user passes MAC
authentication. After that, the user can access resources in the VXLAN created on the VSI. In
this example, the VXLAN is VXLAN 5.

. Authenticate the user in ISP domain 2000.

. Use the MAC address of the host as both the username and password for MAC
authentication. The MAC address is in hexadecimal notation with hyphens, and letters arein
lower case. In this example, both the username and password are d4-85-64-be-c6-3e.

INC acts as the RADIUS servers.



Figure 2 Network diagram
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Analysis

. For the device to use INC as the RADIUS servers for user authentication, authorization, and
accounting, perform the following tasks on INC:

a. Add the device to INC as an access device.

b. Add an access policy.

c. Add an access service and specify the access policy in the access service.
d. Add an access user and specify the access service for the access user.

. For the device to perform RADIUS-based authentication, authorization, and accounting for the
MAC authentication access user, configure AAA settings on the device, including ISP domain
settings and RADIUS scheme settings.

e Toassign a VSI to the user after the user passes authentication and allow the user to access
resources in the VXLAN created on the VSI, perform the following tasks:

o On INC, specify the VSI for the user when you add an access policy for the user.
o On the device, create the VSI and its VXLAN.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration
example is applicable:

Hardware Software version

SC 3570 switch series Not supported

SC 5525 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 5520 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 3170 switch series Not supported

SC 3130 switch series Not supported

Restrictions and guidelines

e  Toavoid valid users from being blocked, do not enable MAC authentication globally before
you finish all settings.

e  When you add an access user on INC, make sure the user account on INC matches the
MAC authentication user account policy on the device. If MAC-based accounts are used,
make sure the username and password of each user account are the same as the MAC
address of the corresponding MAC authentication user.

. In standard RADIUS protocol, the authentication port on RADIUS servers is UDP port 1812. If
an INTELBRAS device is used as a RADIUS server, the authentication port on the RADIUS
server is UDP port 1645.

Procedures

If an ADCAM server is used for authentication and authorization, configure VSIs on the server. The
server will assign these VSis to the device. You do not need to configure VSIs on the device.
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Configuring the RADIUS server

This example uses INC PLAT 7.3 (E0506), INC INC - EIA 7.3 (E0503), and INC EIP 7.3 (E0503) to
describe the procedure.

Adding the device to the INC Platform as an access device

1.
2.
3.

Log into INC.
Click the User tab.

From the navigation pane, select User Access Policy > Access Device Management >
Access Device.

Click Add.

On the page that opens, configure access device parameters.

a. Set the ports for authentication and accounting to 1812 and 1813, respectively.

b. Select INTELBRAS (General) from the Access Device Type list.

c. Set the shared key to expert for secure authentication and accounting communication.
d

. Select an access device from the device list or manually add an access device. In this
example, the IP address of the access device is 10.1.1.2.

e. Use the default values for other parameters.
f. Click OK.

The IP address of the access device specified on INC must be the same as the source IP
address of the RADIUS packets sent from the device. On the device, the source IP address is
chosen in the following order:

a. |IP address specified by using the nas-ip command.
b. IP address specified by using the radius nas-ip command.
c. IP address of the outbound interface (the default).

In this example, the device uses the IP address of the outbound interface as the source IP
address of RADIUS packets.

Figure 3 Adding an access device

Tf User > User Access Policy > Access Device Management > Access Device > Add Access Device @Help

Authentication Port * 812 Accounting Port * 813
Service Type Unlimited - Forcible Logout Type Disconnect user -
Access Device Type H3C (General) v Service Group Ungrouped -
Shared Key * ConfirmSharedKey * | seeme

Access Device Group = -

m Add Manually Clear All

Device Name Device IP Device Model Comments Delete

0.1.1.2 m

Total ltems: 1.

Adding an access policy

1.
2.
3.

Click the User tab.
From the navigation pane, select User Access Policy > Access Policy.
Click Add.



4. On the page that opens, configure access policy parameters.
a. Enter access policy name MACauth.
b. Setthe name of the VSI to be deployed to bbb.
c. Configure other parameters as needed.
d. Click OK.

Figure 4 Adding an access policy

B} User > User Access Policy > Access Policy > Add Access Policy @Help
ation E
Accass Palicy Name * MACauth
Service Group * Ungrouped -
Description
I E
Access Period None hd Allocate IP * No hd
Downstream Rate (Kbps) Upstream Rate (Kbps)
Priority Deploy User Graup @
Preferred EAP Type EAP-MD5 -
EAP Auto Negotiate Enable hd Maximum Online Duration for a Logan (Minutes) @
Deploy Address Pool Deploy VLAN
Deploy User Profile Deploy VSl name bbb
Deploy ACL
entication Binding Informa =
Bind Access Device IP Bind Access Device Port Bind VLAN Bind QinQ Double VLAN
Bind User IP Bind User MAC Bind User IMSI Bind Computer Name
Bind Domain Logon Domain Bind User 551D Bind Access Device SN
Control Access MAC Address Control Hard Disk Serial Number Enable 551D Access Control Control Motherboard Serial Number
Bind User IMEI Bind Hard Disk Serial Number

Adding an access service
Click the User tab.

2. From the navigation pane, select User Access Policy > Access Service.
3. Click Add.
4. On the page that opens, configure access service parameters.

a. Enter service name MACauth Service and set the service suffix to 2000. The service
suffix is the authentication domain for the MAC authentication user.

(D IMPORTANT:

With the service suffix configured, you must configure the device to send usernames that
include the domain name to the RADIUS servers.

b. Select MACauth from the Default Access Policy list.
c. Configure other parameters as needed.
d. Click OK.



Figure 5 Adding an access service

9 Us y > Access Service > Add Access Service @Help
Service Name * MACauth Services Service Suffix 2000
Service Group * Ungrouped " Default Access Policy * MACauth v
Default Proprietary Attribute Assignment Policy * | Do not use >®
Default Max. Devices for Single Account * 0 Default Max. Number of Online Endpoints * 0
Daily Max. Online Duration * 0
Description
[+] Available @
Access Scenario Access Policy Proprietary Attribute Assignment Policy Priority Modify Delete
No match found.
Adding an access user
Click the User tab.
2. From the navigation pane, select Access User > Access User.
3. Click Add.
4. On the page that opens, configure access user parameters.
a. Select the user or add a user named test.
b. Enter account name d4-85-64-be-c6-3e and password d4-85-64-be-c6-3e.
c. Select MACauth Service in the Access Service area.
d. Configure other parameters as needed.
e. Click OK.
Figure 6 Adding an access user
E5 User » All Access Users > Add Access User @Help
Access E
- [ st | e |
Account Name * d4-85-60-be-c6-3 | (D)
Trial Account Default BYOD User MAC Authentication User Computer User Fast Access User
Password * ConfirmPassword * | sssssessssssssses
Allow User to Change Password Enable Password Strategy Modify Password at Next Lagin
Start Time . End Time .
Max. ldle Time (Minutes) Max. Concurrent Logins
Login Message
Access Service E
Service Name Service Suffix Status Allocate IP
Dot 1x Service bbb Available
MACauth Services 2000 Available
servicel test Available

Configuring the device

# Configure a RADIUS scheme.
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(D IMPORTANT:

With the service suffix configured on INC, you must configure the device to send usernames that
include the domain name to the RADIUS servers. By default, the device includes the domain name
in the usernames sent to a RADIUS server.

<Device> system-view

[Device] radius scheme bbb

[Device-radius-bbb] primary authentication 10.1.1.1
[Device-radius-bbb] primary accounting 10.1.1.2
[Device-radius-bbb] key authentication simple expert
[Device-radius-bbb] key accounting simple expert
[Device-radius-bbb] user-name-format with-domain

[Device-radius-bbb] quit

# Configure ISP domain 2000.
[Device] domain 2000

[Device-1isp-2000] authentication lan-access radius-scheme bbb
[Device-isp-2000] authorization lan-access radius-scheme bbb
[Device-1isp-2000] accounting lan-access radius-scheme bbb
[Device-1sp-2000] quit

# Enable MAC authentication on interface GigabitEthernet 1/0/1.

[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernetl/0/1] mac-authentication

# Enable MAC-based traffic match mode for dynamic Ethernet service instances on interface
GigabitEthernet 1/0/1.

[Device-GigabitEthernetl1l/0/1] mac-based ac
[Device-GigabitEthernet1/0/1] quit

# Enable L2VPN.

[Device] 12vpn enable

# Create a VSI named bbb and the associated VXLAN.

[Device] wvsi bbb

[Device-vsi-bbb] vxlan 5

[Device-vsi-bbb-vxlan-5] quit

[Device-vsi-bbb] quit

# Specify ISP domain 2000 as the global MAC authentication domain.

[Device] mac-authentication domain 2000

# Use the MAC address of each user as both the username and password for MAC authentication.
The MAC addresses are in hexadecimal notation with hyphens, and letters are in lower case.

[Device] mac-authentication user-name-format mac-address with-hyphen lowercase

# Enable MAC authentication globally.

[Device] mac-authentication

Verifying the configuration

# Verify that VSI bbb is assigned to the MAC authentication user after the user passes
authentication.

[Device] display mac-authentication connection

Total connections: 1
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Slot ID: 1
User MAC address: d485-64be-c63e
Access interface: GigabitEthernetl/0/1
Username: d4-85-64-be-c6-3e
User access state: Successful
Authentication domain: 2000
IPv4 address: 192.168.1.1
IPv6 address: 2000:0:0:0:1:2345:6789:abcd
Initial VLAN: 1
Authorization untagged VLAN: N/A
Authorization tagged VLAN: N/A
Authorization VSI: bbb
Authorization microsegment ID: N/A
Authorization ACL ID: N/A
Authorization user profile: N/A
Authorization CAR:

Average input rate: 102400 bps

Peak input rate: 204800 bps

Average output rate: 102400 bps

Peak output rate: 204800 bps
Authorization URL: N/A
Termination action: N/A
Session timeout period: N/A
Offline detection: 100 sec (server-assigned)
Online from: 2016/06/13 09:06:37

Online duration: Oh Om 35s

# Verify that a dynamic AC is created for MAC address d485-64be-c63e.
[Device] display 1l2vpn forwarding ac verbose
VSI Name: bbb
Interface: GE1/0/1 Service Instance: 1

Link ID : 0

Access Mode : VLAN

Encapsulation: untagged

Type : Dynamic (MAC-based)

MAC address : d485-64be-c63e

Configuration files

#
radius scheme bbb

primary authentication 10.1.1.1

primary accounting 10.1.1.2

key authentication cipher $c$3$+zuETC3YOLHiW3bxzBb+UNEuWlxHkQ==
key accounting cipher $c$3$2b8hx6mbWlnMMQY82TeUzgh0VniWXbg==

#
domain 2000

authentication lan-access radius-scheme bbb

accounting lan-access radius-scheme bbb

12



#
interface GigabitEthernetl/0/1
mac-authentication

mac-based ac

#
vsi bbb

vxlan 5

#

12vpn enable

#

mac-authentication domain 2000
#

mac-authentication user-name-format mac-address with-hyphen lowercase
#

mac-authentication

#

Example: Configuring MAC authentication
with ACL assignment

Network configuration

As shown in Figure 7:

° Configure the device to use the RADIUS servers to perform authentication, authorization, and
accounting for the user on the host that is connected to GigabitEthernet 1/0/1.

. Enable MAC authentication on GigabitEthernet 1/0/1 to control Internet access.

e Use the MAC address of the host as both the username and password for MAC
authentication. The MAC address is in hexadecimal notation with hyphens, and letters arein
lower case.

° Use an ACL to deny the user to access the FTP server at 10.0.0.1 after the user passes
authentication.

INC acts as the RADIUS servers.

Figure 7 Network diagram

RADIUS servers

Vlan-int3
10.1.1.1/24

Vlan-int3
10.1.1.2/24

GE1/0/1

Host Device FTP servers

10.0.0.1/24
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Analysis

. For the device to use INC as the RADIUS servers for user authentication, authorization, and
accounting, perform the following tasks on INC:

a. Add the device to INC as an access device.

b. Add an access policy.

c. Add an access service and specify the access policy in the access service.
d. Add an access user and specify the access service for the access user.

. For the device to perform RADIUS-based authentication, authorization, and accounting forthe
MAC authentication access user, configure AAA settings on the device, including ISP domain
settings and RADIUS scheme settings.

. Touse an ACLto restrict the user's network access behaviors after the user passes
authentication, perform the following tasks:

o On INC, specify the ACL number for the user when you add an access policy for the user.
o On the device, create the ACL and configure its rules.

Applicable hardware and software versions

The following matrix shows the hardware and software versions to which this configuration
example is applicable:

Hardware Software version

SC 3570 switch series Release 11xx

SC 5525 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 5520 switch series Release 63xx, Release 65xx, Release 6615Pxx,
Release 6628Pxx

SC 3170 switch series Release 11xx

SC 3130 switch series Release 63xx

Restrictions and guidelines

e Toavoid valid users from being blocked, do not enable MAC authentication globally before
you finish all settings.

e  When you add an access user on INC, make sure the user account on INC matches the
MAC authentication user account policy on the device. If MAC-based accounts are used,
make sure the username and password of each user account are the same as the MAC
address of the corresponding MAC authentication user.

. In standard RADIUS protocol, the authentication port on RADIUS servers is UDP port 1812. If
an INTELBRAS device is used as a RADIUS server, the authentication port on the RADIUS
server is UDP port 1645.

Procedures
Configuring the RADIUS server

This example uses INC PLAT 7.3 (E0506), INC INC - EIA 7.3 (E0503), and INC EIP 7.3 (E0503) to
describe the procedure.

14



Adding the device to the INC Platform as an access device

Log in to INC.
Click the User tab.

From the navigation pane, select User Access Policy > Access Device Management >
Access Device.

Click Add.
On the page that opens, configure access device parameters.

1.
2.
3.

a.
b. Select INTELBRAS (General) from the Access Device Type list.
c.
d

Set the ports for authentication and accounting to 1812 and 1813, respectively.

Set the shared key to expert for secure authentication and accounting communication.

Select an access device from the device list or manually add an access device. In this
example, the IP address of the access device is 10.1.1.2.

Use the default values for other parameters.

15



f. Click OK.

The IP address of the access device specified on INC must be the same as the source IP
address of the RADIUS packets sent from the device. On the device, the source IP address is
chosen in the following order:

a. |IP address specified by using the nas-ip command.
b. IP address specified by using the radius nas-ip command.
c. IP address of the outbound interface (the default).

In this example, the device uses the IP address of the outbound interface as the source IP
address of RADIUS packets.

Figure 8 Adding an access device

2 User > User Access Policy > Access Device Management > Access Device > Add Access Device @Help

Authentication Port * 812 Accounting Port * 813
Service Typa Unlimited v Forcible Logout Type Disconnect user -
Access Device Type H3C (General) v Service Group Ungrouped -
Shared Key ~ ConfimSharedKey * | sseeee
Access Device Group - -

I T

Device Name Device IP Device Model Comments Delete

0.1.12 o
Total ltems: 1
o | e |

Adding an access policy

p wn

Click the User tab.

From the navigation pane, select User Access Policy > Access Policy.
Click Add.

On the page that opens, configure access policy parameters.

a. Enter access policy name MACauth.

b. Select Deploy ACL and manually enter ACL number 3000.

c. Configure other parameters as needed.

d. Click OK.

16



Figure 9 Adding an access policy

B2 User > User Acces

cy > Access Policy > Add Access Policy

Access Policy Name * MACauth
Service Group * Ungrouped
Description

Authorization Infor
Access Period None

Downstream Rate (Kops)

Priority
Preferred EAP Type EAP-MDS
EAP Auto Negatiate Enable

Deploy Address Pool

Deploy User Profile

(®)AddManuzlly | 3000
Deploy ACL Select from List

Access ACL List

Adding an access service
Click the User tab.

w N

Click Add.

>

hd Allocate IP *
Upstream Rate (Kbps)

Deploy User Group

No

A Maximum Online Duraticn for a Logon (Minutes)

Deploy VLAN

Deploy V51 name

From the navigation pane, select User Access Policy > Access Service.

On the page that opens, configure access service parameters.

@Help
=
=

@
@

a. Enter service name MACauth Services and set the service suffix to bbb. The service
suffix is the authentication domain for the MAC authentication user.

(D IMPORTANT:

With the service suffix configured, you must configure the device to send usernames that
include the domain name to the RADIUS servers.

b. Select MACauth from the Default Access Policy list.

c. Configure other parameters as needed.

d. Click OK.

Figure 10 Adding an access service

) User > | y >/ > Add Access Service

Service Name * MACauth Services

Ungrouped
* | Donotuse
Default Max. Devices for Single Account *
Daily Max. Online Duration *
Description
| Available )
Access Scenario Access Policy

Service Suffix

- Default Access Policy *

Default Max. Number of Online Endpoints *

Proprietary Attribute Assignment Policy

17
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Adding an access user
Click the User tab.

2. From the navigation pane, select Access User > Access User.
3. Click Add.
4. On the page that opens, configure access user parameters.

Select the user or add a user named test.

Select MACauth Services in the Access Service area.
Configure other parameters as needed.

e. Click OK.
Figure 11 Adding an access user

Enter account name d4-85-64-be-c6-3e and password d4-85-64-be-c6-3e.

E5 User » All Access Users > Add Access User @ Help
Access Inform =
- [ st | s |
Account Name * d4-85-64-be-c6-3 | (D)
Trial Account Default BYOD User MAC Authentication User Computer User Fast Access User
Password * Confirm Password *
Allow User to Change Password Enable Password Strategy Modify Password at Next Login
Start Time - End Time .
Max. Idle Time (Minutes) Max. Concurrent Logins
Login Message
=

%

Service Name Service Suffix Status Allocate IP

Dot1x Service bbb Available

MACauth Services 2000 Available

servicel test Available

Configuring the device

1.

Configure advanced ACL 3000 to deny packets destined for 10.0.0.1.
<Device> system-view
[Device] acl advanced 3000

[Device-acl-ipv4-adv-3000] rule 0 deny ip destination 10.0.0.1 O
[Device-acl-ipv4-adv-3000] quit

Configure RADIUS-based MAC authentication:

# Configure a RADIUS scheme.

IMPORTANT:

With the service suffix configured on INC, you must configure the device to send usernames
that include the domain name to the RADIUS servers. By default, the device includes the
domain name in the usernames sent to a RADIUS server.

[Device] radius scheme 2000

[Device-radius-2000] primary authentication 10.1.1.1 1812
[Device-radius-2000] primary accounting 10.1.1.2 1813
[Device-radius-2000] key authentication simple expert

[Device-radius-2000] key accounting simple expert
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[Device-radius-2000] user-name-format with-domain
[Device-radius-2000] quit

# Create ISP domain bbb and configure the ISP domain to use RADIUS scheme 2000 for
user authentication, authorization, and accounting.

[Device] domain bbb

[Device-isp-bbb] authentication default radius-scheme 2000
[Device-isp-bbb] authorization default radius-scheme 2000
[Device-isp-bbb] accounting default radius-scheme 2000
[Device-isp-bbb] quit

# Specify ISP domain bbb as the global MAC authentication domain.
[Device] mac-authentication domain bbb

# Use the MAC address of each user as both the username and password for MAC
authentication. The MAC addresses are in hexadecimal notation with hyphens, and letters are
in lower case.

[Device] mac-authentication user-name-format mac-address with-hyphen lowercase
# Enable MAC authentication on interface GigabitEthernet 1/0/1.

[Device] interface gigabitethernet 1/0/1

[Device-GigabitEthernetl/0/1] mac-authentication

[Device-GigabitEthernetl1/0/1] quit

# Enable MAC authentication globally.

[Device] mac-authentication

Verifying the configuration

(D IMPORTANT:
Support for VSI- and microseament-related fields depends on the device model.

# Display MAC authentication settings and statistics.
<Device> display mac-authentication

Global MAC authentication parameters:

MAC authentication : Enable
Authentication method : PAP
DR member configuration conflict : Unknown
Username format : MAC address in lowercase (XxX—xXX-—XX—XX-—
XX—XX)

Username : mac

Password : Not configured
MAC range accounts : 0

MAC address Mask Username

Offline detect period : 300 s
Quiet period : 60 s
Server timeout : 100 s
Reauth period : 3600 s
User aging period for critical VLAN : 1000 s
User aging period for critical VSI : 1000 s
User aging period for guest VLAN : 1000 s
User aging period for guest VSI : 1000 s

User aging period for critical microsegment: 1000 s
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Temporary user aging period : 60 s

Authentication domain : bbb

HTTP proxy port list : Not configured

HTTPS proxy port list : Not configured
Online MAC-auth wired users 1

Silent MAC users:
MAC address VLAN ID From port Port index

GigabitEthernetl/0/1 is link-up

MAC authentication : Enabled
Carry User-IP : Disabled
Authentication domain : Not configured
Auth-delay timer : Disabled
Periodic reauth : Disabled
Re-auth server-unreachable : Logoff
Guest VLAN : Not configured
Guest VLAN reauthentication : Enabled

Guest VLAN auth-period : 30 s
Critical VLAN : Not configured
Critical voice VLAN : Disabled
Host mode : Single VLAN
Offline detection : Enabled
Authentication order : Default
User aging : Enabled

Server-recovery online-user-sync : Enabled

Guest VSI : Not configured
Guest VSI reauthentication : Enabled

Guest VSI auth-period : 30 s

Critical VSI : Not configured
Critical microsegment ID : Not configured
URL user logoff : No
Auto-tag feature : Disabled
VLAN tag configuration ignoring : Disabled
Max online users : 4294967295
Authentication attempts : successful 1, failed O
Current online users HE

MAC address Auth state

0800-2712-3456 Authenticated

# Verify that you cannot ping the FTP server from the host.
C:\>ping 10.0.0.1

Pinging 10.0.0.1 with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.
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Request timed out.

Ping statistics for 10.0.0.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

The output shows that ACL 3000 has been assigned to GigabitEthernet 1/0/1 to deny access to the
FTP server.

Configuration files

#
acl advanced 3000

rule 0 deny ip destination 10.0.0.1 0
#

radius scheme 2000

primary authentication 10.1.1.1

primary accounting 10.1.1.2

key authentication cipher $c$3$PIM7Px3rbC96Kvh8RyFWHMLatExagQ==
key accounting cipher $c$3$rr7A07ZuSNZ+b+deWrfb/QglJIPc97g==

domain bbb

authentication default radius-scheme 2000
authorization default radius-scheme 2000
accounting default radius-scheme 2000

#

mac-authentication domain bbb

#

mac-authentication user-name-format mac-address with-hyphen lowercase
#
interface GigabitEthernetl1/0/1
mac-authentication

#

mac-authentication

#
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